GTSC Security Response Team
Microsoft Asia Limited,.

Agenda

¢ Windows 2000
¢ Internet Information Server 5.0
& SQL Server 2000
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Port Scan
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Brute Force

Brute Force
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Windows 2000 regedt32.exe
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IS SQL Server

IS
& \Windows SAM

SQL




Windows 2000

& Server
Errors Access Permissions

Errors Granted Access

Errors Logon
Brute Force

Datagrams Received Header Errors

TTL IP
DoS

Datagrams Received Unknown Protocol
DoS

Internet Information Server 5.0

&  Active Server Pages
& Request Failed Total

& Request Queued

Web Service

Total Copy Requests/Total Delete Requests
HTTP 1.1

Total Head Requests

Server

Logon Attempts/sec

1 Brute Force




SQL Server 2000

& General Statistics
& Logins/Sec




Internet Information Server 5.0
s W3C

=
3

(date) GMT
(time) GMT

IP (c-ip)

(cs-username)
(cs-method)

URI Stem (cs-uri-stem)

URI (cs-uri-query)

(sc-status)

Win32 (sc-win32-status)

(cs(User-Agent))
(s-ip)

(s-port)
Win32 Status MSDN

IP

http://msdn.microsoft.com/library/en-us/debug/base/system_error_codes.asp

URLScan
Internet Information Server 5.0
& URLScan

(Verb)
URL

URL ASCII
URL

Web Application




URLScan

Internet Information Server 5.0

& (URLScan 2.5
EnableLogging = 1

PerProcessLogging = 1

LoggingDirectory = L:¥logging¥URLScan

LogLongUrls =0
URL
1024
128KB

SQL Server 2000

-

¢ Audit Logon Failed

& Audit Add DB User

& Audit Add Logon to Serer Role
& Audit Member to DB Role

= Audit Add Role

& Audit Object Permission
¢ Audit Statement Permission
= Audit DBCC

Audit Backup/Restore

& Audit Change Audit




SQL
SQL Server 2000

declare @TRCID int exec sp_trace_setstatus @TRCID, 1
declare @LOGPATH nvarchar(128) go

set @TRCID=0 -

set @QLOGPATH='S:¥SQLDB¥MSSQL¥L OG¥audit_trace.log3.trc’ -- Trace Status

SELECT * FROM ::fn_trace_getinfo (default)
exec sp_trace_create @TRCID output, 2, @LOGPATH, NULL, NULL
select @TRCID -

declare @ON bit -- Trace Stop(pause)

set @ON=1 exec sp_trace_setstatus 1, 0
-- Login fail
exec sp_trace_setevent @TRCID, 20, 1, @ON -

exec sp_trace_setevent @TRCID, 20, 6, @ON -- Trace Stop(delete)

exec sp_trace_setevent @TRCID, 20, 7, @ON exec sp_trace_setstatus 1, 2
exec sp_trace_setevent @TRCID, 20, 8, @ON
exec sp_trace_setevent @TRCID, 20, 11, @ON




Dump Event Log (dumpel.exe) (Free)

Windows 2000 Resource Kit  diag.cab
dumpel.exe —I security

EventconbMT (Free)

http://www.microsoft.com/downloads/details.aspx?
displaylang=en&FamilylD=9989D151-5C55-4BD3-A9D2-
B95A15C73E92




& HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥
Services¥Eventlog¥< >¥File

& .evt

IS

&

WMI (Windows Management Instrumentation)
DMTF Distributed

Management Task Force
CIM Common Information Model

CIM WBEM Web-based Enterprise Management

WMI Class

Win32 Class
Win32_NTEventlogFile
Win32 SecuritySettingAuditing

LogFileSet = GetObject("winmgmts:{impersonationLevel=impersonate,
(Backup)}").ExecQuery("select * from Win32_NTEventLogFile where logfileName='Application™)
for each Logfile in LogFileSet

RetVal =

LogFile.BackupEventlog("c:¥BACKUP.LOG")

if RetVal = 0 then WScript.Echo "Log BackedUp”
next




( )

Cybersafe Log Analysis (Free)

Windows 2000 Resource Kit  ¥apps¥loganalyst

Log Parser 2.0 (Free)
s SQL Query
SQL Query

http://www.microsoft.com/downloads/details.aspx?
displaylang=en&FamilyID=8CDE4028-E247-45BE-BAB9-AC851FC166A4

Excel

Analog (Free)
31 party
http://www.analog.cx/

Windows 2000

Security Event Event ID 529
& Logon Type: 3
& Logon Type: 2

Security Event Event ID 560

Security Event Event ID 560

Security Event
& Event ID 624
& Event ID 642
& Event ID 630




1S 5.0
& |[IS Brute Force

& Security Event Event ID 529
& Logon Type: 3 (NTCR)
& Logon Type: 2 (Basic)

& System Event W3SVC Event ID 16
‘xxx=aaa’ URL ‘/yyy/cmd.exe’
HTTP

CaGl
& Web Application BoR

& System Event W3SVC Event ID 37
‘ILM/W3SVC/1/ROOT’

SQL Server 2000

SQL Server Brute Force

ID 4




IIS 5.0/ URLScan

IS HTTP

& FrontPage WebDav

& CGI cmd.exe

SQL Server 2000

& Brute Force
Logon Fail

Brute Force
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Microsoft
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